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• Bay Area Native and Resident
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Gen AI Security in the News in 2023



The OWASP AI Universe 
is a Powerhouse!

• Top 10 for Machine Learning

• Top 10 for Large Language Models
• CISO Checklist
• Ecosystems Solutions Guide

• AI Security and Privacy Guide
• AI Exchange

• Cyclone DX ML-BOM



Influencing 
Standards 
Bodies



Added after meetings between OWASP LLM & MITRE ATLAS teams



•Risk Management for Generative AI
•Synthetic Content
•Capability Evaluations
•Red-Teaming
•Safety & Security

•Status
• Working Groups: Formed
• Work Items: Defined
• Taskforce assembly: In-progress

NIST AISIC Working 
Groups



Additional Impact

• Five Eye Alliance National 
Security Agencies (CISA, CCCS, 
ACSC, NCSC-NZ, NCSC-UK) and 
FBI

• Guidelines from Microsoft, AWS, 
IBM and others

• Wired, The Register and 
countless other IT publications



AI Security Books from the Team

Available Now August 2024
EA Available Now

Adversarial AI
John Sotiropolous

Generative AI 
Security Analysis & 

Red Teaming
Krishna Sankar

July 2024 Coming Soon





A Positive Reception



Documents For Three 
Audiences

Top 10 List:
• Developers
• AppSec Teams

Checklist:
• CISOs
• Compliance Officers

Solutions Guide:
• Development Leaders
• Security Operations



Version 2.0 
Research Questions



Emerging Trends



Ads Dawson

• Senior Application Security Engineer & AI Full-

Stack Red Teamer

• Technical Project Lead, OWASP

• London -> Vancouver -> Ontario

• Resident YOLO’er, breaker of stuff and loves 

a rabbit hole

• Avid adrenaline junkie or anything including a 

board

• Die hard Maple Leafs fan

• https://linkedin.com/in/adamdawson0

• https://github.com/GangGreenTemperTatum

https://linkedin.com/in/adamdawson0
https://github.com/GangGreenTemperTatum


Participant Mix

Exec/CISO

Sec Research

Sec Eng

Developer



Beyond Security



2.0 Roadmap

Start End Task Major Teams Involved 2.0 Major Tasks

April 15, 2024 April 30, 2024 Voting on existing entries Everyone, wide community push

Improve, enhance, formulate new 
ideas and bring new emerging 

threats into the fold

May 1, 2024 May 8, 2024 Voting collation and publication Core team project management

May 15, 2024 June 15, 2024 Call for new entries Community, current entry leads
What have we learned since v1.1 and 

what are our gaps

June 16, 2024 June 30, 2024 Entry voting Everyone, wide community push
Make v2.0 relevant to the current 

landscape

July 1, 2024 July 15, 2024 Voting collation and publication Core team leaders & data gathering team
Ensure v2.0 is accurate from the 

community input and data

July 15, 2024 Aug 1, 2024 Merging down and selection Core team leaders & data gathering team

Coalesce current entries into 
existing and introduction of new 

entries

Aug 1, 2024 Sep 1, 2024 Data analysis and voting for ranking
Everyone, wide community push - New 

entry leads opportunities

Sep 1, 2024 Sep 15, 2024 Entry clean up
Entry vulnerability leads, community 

raised issues into triage

Work through the GitHub issue 
triage to tune vulnerabilities, prior 

to publication

Sep 15, 2024 Sep 30, 2024 Layout, pre-announcement work Core team design, social and project leads Make v2.0 our best version yet

Oct 1, 2024 Publish 2.0 Social and project leads
Increase our community and 

stakeholders!













99 Problems but a GitHub Issue ain’t One



v2.0 Major Targets

• Consolidate and delineate v2.0 entries with other frameworks and methodologies (A0x, CWE’s, CVE’s) to 

improve accuracy of the entries and continue to align with other major bodies such as NIST, MITRE, OWASP AI 

Exchange etc

• Refresh the visuals to accommodate newly adopted features into LLM applications that were not developed in 

v1.0 (I.E RAG, advanced autonomous agent flows, code interpreters) and architecture types (I.E REST) with model 

conversation for context

• Guidance on threat modeling LLM applications in relation to the entries and visuals to establish clear trust 

boundaries to better clarify example attack scenarios and mitigations 

• Increase scope of translations (currently published DE, HI, JA, PT, ZH)

• Migrate our site to a better web hosting solution

• Better automate our triage to accommodate self-service workflows and efficient issue resolutions

• Reframe the project’s name/identity?



Important Vulns Not Covered?

• Hallucinations and Bias Injection: Highlight the need to mitigate hallucinations and 
bias that cause incorrect or unethical LLM outputs.

• Prompt Leakage and Jailbreaking: Address vulnerabilities such as system prompt 
leakage that lets attackers bypass controls, and multi-turn jailbreak attacks.

• Denial of Wallet and Resource Abuse: Point out issues from misuse or overuse of 
LLM resources that lead to unnecessary costs.

• Third-party Data Exposure and Model Inversion Attacks: Focus on risks of 
exposing sensitive data via third-party integrations and model inversion.

• Insecure Agent and Proxy Style Attacks: Discuss the risks of insecure agents and 
potential MITM-style attacks within complex app flows.



Other Feedback?

• Detailed Mitigation Strategies: Emphasize the need for detailed strategies including least privilege 
access and continuous monitoring for high-risk areas.

• Clarifications and Definitions: Update and clarify terminology, for example, changing "plugins" to 
"extensions" and clarifying LLM input encoding.

• Inclusion of New Technologies and Scenarios: Address vulnerabilities associated with new 
technologies like orchestration agents and risks from worm attacks lacking proper output handling.

• Integration of Data Privacy and Security Concerns: Enhance focus on preventing data leakage 
during training and effectively use privacy technologies like differential privacy.

• Consolidation and Reevaluation of Vulnerabilities: Consider consolidating similar vulnerabilities 
and reevaluating the feasibility of scenarios like model theft through API queries.



Website Feedback

• Usability and Accessibility Enhancements: Improve site navigation and document 
access, including HTML document rendering and better file download support for various 
browsers.

• Content Updates and Clarity: Update content with current attack examples and research 
integration to maintain relevance in the fast-evolving field of Gen AI.

• Design and Aesthetics: Enhance design by centering elements and using color coding or 
tags for clearer, more informative diagrams.

• Interactivity and Engagement: Increase interactivity to aid users in understanding how 
vulnerabilities affect their specific applications, using personalized content and tools.

• Site Maintenance and Promotion: Ensure up-to-date content and no broken links; 
consider more active promotion and featuring core team members.



Let’s Talk About Tay

• Microsoft experimental chatbot

• Designed to simulate a 20-year-old 
female friend

• Interact via Twitter, Snapchat, etc.

hellooooooo w!rld!!!

— TayTweets (@TayandYou) March 23, 2016



Welcome to 
the Internet, 
Tay!

Prompt Injection + Data Poisoning

Coordinated attacks start with hours



Tay’s Rapid 
Demise - 2016

Microsoft shuts down 
AI chatbot after it 

turned into a Nazi -
CBS News

Microsoft Created a 
Twitter Bot to Learn 

From Users. It Quickly 
Became a Racist Jerk -

New York Times

Trolls turned Tay, 
Microsoft’s fun 

millennial AI bot, into a 
genocidal maniac - The 

Washington Post

Microsoft’s Chat Bot 
Was Fun for Awhile, 
Until it Turned into a 

Racist - Fortune

Microsoft 'deeply sorry' 
for racist and sexist 

tweets by AI chatbot -
The Guardian



Now it’s 2024 
and we are not 
learning fast 
enough









AI advances 
risk 
facilitating 
cybercrime, 
top US 
officials say

Breaking News

January 9, 2024

Finance 
worker pays 
out $25 
million after 
call with 
deepfake 
“chief 
financial  
officer"

Breaking News

Cybercriminals 
have created 
their own 
ChatGPT 
clones.

Breaking News

August 7, 2023



The Clock is Ticking



Call To Action

• Actively participate!
• Reconcile security with risk and 

safety
• More data, less guesswork
• Focus on solutions, not just 

problems
• Evangelize everywhere
• Work across organizations



Subscribe to the 
Newsletter



Follow on 
LinkedIn


